C KaX[IIbIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJBIIIE, a IIKOJIBHUKH OJJHH U3 CAMBIX
AaKTHBHBIX I10Jb30BaTene Pynera. Mexny TeM, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH,
MHTEpHET HeCeT U MpoOeMbl. DTa MaMsTKa I0DKHA TOMOUYb Tebe 6€30ITacHO HaXOIUTHCS B CETH.

KomnbrotepHble BUpYChI

KomnbroTepHbIil BUpyc — 3TO pa3HOBHAHOCT KOMIIBIOTEPHBIX IIPOTPamMM, OTINUMUTENBEHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CTIOCOOHOCTh K Pa3MHOXEHUIO. B ononHeHue kK 3ToMy, BUPYChl MOTYT
MOBPEIUTH WX TIOJHOCTHIO YHUUTOXKHUTH BCE (aiIbl M JaHHBIC, TIOAKOHTPOIBHBIC TI0JIb30BATENIO, OT
WMEHHU KOTOPOro OblIa 3aImyiieHa 3apaxxEHHas MporpaMmMa, a TakKe MOBPENTh WITH JaKe YHUUTOKUTh
OIEpPallMOHHYIO CHCTEMY cO BceMH (haitmamu B 11e7ioM. B OonbIIMHCTBE ciTydaeB pacpOCTPaHSIOTCS
BHUPYCHI Uepe3 WHTEPHET.

MeTOIlI)I 3alIUTHI OT BPEAOHOCHBIX ITPOrpamMmm:

1. Ucnonp3yii coBpeMeHHbIE ONepalliOHHBIE CHCTEMBI, UMEIOIIHE CepbEIHBIN YPOBEHD 3aIIUTHI OT
BPEAOHOCHBIX ITPOrPaAMM;

2. ITocTosiHHO ycTaHaBIMBaK naTuu (LMQPOBBIE 3aIIATKH, KOTOPhIC ABTOMATUYECKH YCTaHABINBAIOTCS C
LIENTBIO TOPAOOTKH IPOrpaMMbl) U APyryue OOHOBJICHUS CBOCH OMepaIMOHHOM cucTeMbl. CKaunBai nux
TOJILKO C O(HUIIHaNIbHOrOo caiita pa3padorunka OC. Eciu cyliecTByeT pekMM aBTOMAaTHYECKOTO
OOHOBJICHHS, BKIIIOYH €r0;

3. Paboraii Ha cBOEM KOMIBIOTEPE I1O]] TPABaAMH I0JIL30BATENS, @ HE aJMUHUCTPATOPa. DTO HE O3BOJIUT
60JIBIHI/IHCTBy BPCOAOHOCHBIX ITPpOrpaMM MHCTAJUIMPOBATHCA HAa TBOEM IIEPCOHAJIBLHOM KOMITIBIOTEPCEC,

4. Vcnionp3yil aHTUBUPYCHBIE IPOTPaMMHBIE TPOIYKTHI H3BECTHBIX ITPOU3BOAUTENEH, C aBTOMATHUECKIM
obOHOBIIEHHEM 0a3;

5. Orpanuyb GU3NUECKUN JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIMIL;

6. Mcrionp3yii BHEITHIE HOCUTENN HHPOPMAINH, TaKHEe Kak (Iienka, TUCK uin (ailsl i3 UHTepHETa,
TOJIBKO U3 IPO(EepEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIIBIOTEPHBIE (aiiiibl, MOMyYeHHBIC N3 HEHAASKHBIX HCTOYHUKOB. [laxke Te (aiiibl,
KOTOpBIC TIPUCIIAT TBOH 3HAKOMBIH. JIydllle yTOUHH y HEro, OTIPAaBIISUI JIU OH TeOe HX.

Cetn WI-FI

Wi-Fi — 3T0 He BUJ Iiepenayy JaHHBIX, HE TEXHOIOTHsI, a BCEro JuIb OpeHa, Mapka. Emte B 1991 romy
HUIepIaHJICKas KoMImanus 3apeructpuposaia opern « WECA», uto 0603Ha4ano caoBocoueTanne
«Wireless Fidelity», koTopblii IepeBOAUTCS KaK «OeCIpOBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMeHH JIoluia Apyrasi ab0peBrarypa, KoTopas sSBISETCS TAKOH jKe TEXHOJIOTHerd. ITo
a00peBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHIAPT BBICIINI 3BYKOBOW TEXHUKH
Hi-Fi, uro B mepeBojic 03HauaeT «BbICOKAsi TOUHOCTDY.

JTa, GecrIaTHBIM HHTEPHET-IO0CTYII B Kade, OTENIX M adpOoITopPTax SIBIIAETCS OTIIMYHON BO3MOKHOCTBIO
BBIXOJa B HHTepHET. HOo MHOTHE 9KCIIepTHl CUUTAIOT, uTo 0b0miemocTynubie Wi-Fi cetn He siBistroTest
0€e30I1aCHBIMU.

CogeTsl 10 0e30MaCHOCTH PadoTe B 001eAOCTYNHBIX ceTax Wi-fi:

1. He nepenasaii cBorO JuuHYyI0 HHPOpMaIHio yepe3 obiienoctynubie Wi-Fi cetu. Paboras B Hux,
KEJIAaTCIIbHO HEC BBOAUTD IMApOJIM JOCTYIIa, JIOTUHBI U KaKME-TO HOMEpPA,



2. Ucnonk3yii 1 0OHOBIISIH aHTUBUPYCHBIE IPOrpaMMBbI U OpaHamayep. TeM caMbIM Thl 00€30MaCHIIb
ce0s OT 3aKayKH BUpPYyca Ha TBOE YCTPOWUCTBO;

3. [pu ucnonb3oBanuu Wi-Fi otkimoun ¢pynkuunio «O0mumid qoctyn k dainam u npuaTepam». JlanHas
(GYHKIUS 3aKphITa TI0 YMOIYaHHIO, OJJHAKO HEKOTOPBIE TIOIBb30BaTENN aKTUBUPYIOT €€ 1S yIo0cTBa
HCIIOIb30BaHUS B paboTe WK yueoe;

4. He ucnonp3yii nyonmuunsii WI-FI 11 nepenauun JIMYHBIX TaHHBIX, HAIIPUMED U1 BBIXOJA B
COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO MOYTY;

5. Nnonw3yii ToabKo 3amuiieHHoe coenunenue yepes HTTPS, a ue HTTP, 1.e. npu Habope BeG-ampeca
BBOJIM UIMEHHO «https://»;

6. B mobunbpHOM Tenedone orkmoun ¢pynkuuio «llogkmrouenne k Wi-Fi aBromatnueckny. He nomyckait
ABTOMATHUYECKOI'0 MOKITFOUCHUS YCTpoicTBa K cersiM Wi-Fi 6e3 TBoero coriacusi.

ConuajJbHbIe ceTH

CounaanHe CCTHU aKTHBHO BXOJAT B HAllly ’)KU3Hb, MHOT'UE JIIOIU pa60Ta10T " )XKUBYT TaM IIOCTOAHHO, a B
Facebook yxe 3aperucrpupoBad MUUIMAP/ YEIOBEK, YTO SBJISICTCS OJHON CEIbMOM BCEX JKUTENEH
nna"ersl. MHOTHE TTOJIB30BATENIN HE IIOHUMAKT, 4TO I/IH(bOpMaI_[I/IH, pasMCIICHHAasA UMHU B COLAJIBHBIX
CeTsX, MOXKET ObITh Hai/IeHa U UCIIOIb30BaHA KEM YI'OJ{HO, B TOM YHCJIC HE 0053aTENIbHO ¢ OJIariMU
HaMCpPCHUSAMU.

OcHoOBHBIE COBETHI MO0 0€30ACHOCTH B COUATBHBIX CeTAX:
1. Orpanuyb cricok apy3el. Y TeOsi B Ipy3bsiX HE JOJDKHO OBITh CITyYaiHbIX M HE3HAKOMBIX JIFOJICH;

2. 3amminaii CBOO YacTHYIO )KU3Hb. He yka3piBail maponu, TenedoHsl, ajipeca, JaTy TBOETO POXKACHHS U
JPYTYIO JIMYHYIO HH(OpMAaIio. 3I0yMBIIIIEHHUKHA MOTYT UCIIONB30BATh Ja)Ke HHPOPMAIUIO O TOM, KaK
TBI ¥ TBOU POAUTEIIN IUIAHUPYETE MPOBECTU KAHUKYJIBL,

3. 3amuinaii CBOIO permyTalu — JISPXKH €€ B YHUCTOTE U 3a/1aBaii ce0e BOIPOC: XOTeN ObI Thl, YTOOBI
Jpyrye MoIb30BaTeIM BUACIH, YTO ThI 3arpyxaciib? [logymaii, mpexiae 4eM 4To-To OmyOJuKOBaTh,
HAIKCaTh U 3arpy3UTh,

4. Ecnu ThI TOBOPHIIIG C JIIOJIBMHU, KOTOPBIX HE 3HAEIIb, HE HCIIONB3Yil CBOE pealbHOE UMSI U JPYTYIO
JTUYHYI0 HHPOPMAITMH: UMSI, MECTO JKUTEIbCTBA, MECTO Y4eObl 1 IPoUee;

5. U30Geraii pa3merienns portorpaduii B IHTepHETE, T/ie ThI H300paXKeH Ha MECTHOCTH, 10 KOTOPOM
MOYKHO OIPEIEIUTh TBOE MECTOIONIOKCHNUE;

6. IIpu perucrpaiyy B COLHAIBHON CETH HEOOXOMMO UCTIONb30BATh CIOKHBIE MTAPOJIH, COCTOSIIIE U3
OyKB ¥ U(p U C KOTMYECTBOM 3HAKOB HE MeHee §;

7. JInst conuanbHOM CeTH, MOYTHI U IPYTUX CalTOB HEOOXOIMMO HCIIONB30BaTh pa3HbIe maponu. Toraa
eciu Te0s B3IIOMAIOT, TO 3JI0YMBIIIICHHUKH MOITyYaT AOCTYI TOJIBKO K OMHOMY MECTY, a HE BO BCE Cpasy.

J1eKTPOHHbBIE TeHBI'N

DJICKTPOHHBIE IEHBI'M — 3TO OYCHb yIOOHBIH CIIOCOO IIaTeXel, 0JHAKO CYIIECCTBYIOT MOIICHHHUKH,
KOTOPBIE XOTAT MOIYYUTh 3TU JACHBIH.

SHCKTPOHHBIC ACHBI'K MMOABUJIMCh COBCEM HECAABHO U UMEHHO M3-3a 3TOI'0O BO MHOT'HMX I'OCyaapCTBax A0
CHX IIOp HC IMPOMHCAHO ITPO HUX B 3aKOHAX.



B Poccun e oHM (QYyHKIIMOHUPYIOT U O HUX YKe MPOMKUCAHO B 3aKOHE, IJIe UX Pa3JICisIFOT Ha HECKOIBKO
BHJIOB — aHOHHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX
pasperiaercs IpOBOAMUTH Omepauu 0e3 uaeHTH()UKAIIUY [TOJTb30BAaTeNs, 2 B HEAHOHUMHBIX
UACHTH()HUKAIINY TTOJTL30BATENS SBJISICTCS 00513aTEIBHOM.

Tarxoke cnemyer pa3inyaTh JIEKTPOHHBIE (pHaTHBIE IEHBIH (PaBHBI TOCYIAPCTBEHHBIM BaJllOTaM) U
JJIEKTPOHHBIE He(hUaTHBIE IEHbI'H (HE PaBHBI TOCYIAPCTBEHHBIM BAIOTaM).

OcHoBHBIE COBeTHI M0 0e30MacHOI padoTe ¢ 3JJeKTPOHHBIMH /IeHbI AMU:

1. [MpuBsiku K cueTy MOOMIIbHBIN TeneoH. ITO caMblil yJOOHBIN U OBICTPBINA CIIOCOO BOCCTAHOBHUTH
JOCTYI K cuery. [IpuBs3aHHbIi TeleOH MOMOXKET, €CIU 3a0yAeIb CBOM IUTATSKHBIN Mapoiib WU
3aiiJienb Ha CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Wcnone3yit ogHopasossie nmaponu. [locie nmepexona Ha YCHIICHHYIO aBTOPU3aLIKIO TeOe yxKe He OyeT
YIpOXKaTh OMACHOCTh KPaykH MITH TMEepeXBaTa IUIATEKHOTO MapoIis;

3. BeiOepu cioxHbId napois. [IpecTynHukaM OyeT He MPOCTO yraaaTh CIOKHBIN mapoib. HanexHbie
Mapojx — 3TO MapOJId, KOTOPBIE COAEPKAT He MEHEE 8 3HAKOB U BKIIIOYAIOT B ¢€0SI CTPOYHBIC U
MPOINUCHBIC OYKBBI, HU(GPHI X HECKOJIBKO CUMBOJIOB, TaKUE KaK 3HAK Jojuiapa, (PyHTa, BOCKIUIATEIbHBIN
3HaK u T.1. Hampumep, StROng!;;

4. He BBOIM CBOM JIMUHBIE JaHHbBIE HA CaiiTax, KOTOPBIM HE JOBEpsEIIb.
JJ1eKTPOHHAsI MOYTA

DJeKTpOHHAs 1T0YTa — 3TO TEXHOJOTHUS U MPEIOCTABIIIEMbIE €10 YCIYTH 110 IEPECHUIKE U MOTYyYSHHIO
AJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIIPEACISIIOTCS B KOMITBIOTEPHOH ceTH. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIH SIIUK BRITIISAUT CICAYIOMIAM 00pa3oM: UMsI_OJIb30BATEA(@HUMS_JjIoMeHa. Takxke Kpome
Mepeavyy MPoOCcTOro TEKCTa, HMEETCsl BO3SMOXKHOCTD IepeiaBaTh (aiiibl.

OCHOBHbBIE COBETBI 110 0€301acCHOi padoTe ¢ IIEKTPOHHOI MOYTON:

1. Hamo BBIOpaTh NpaBUiIbHBIN IOYTOBEIH cepBUC. B MHTEpHETE €CTh OrPpOMHBII BEIOOP OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYUILIE AJOBEPSATH TE€M, KOTO 3HAaEUIb U KTO IIEPBbII B PEUTHHTE;

2. He ykaspiBaii B THYHOM 1modTe THUHYIO HHQOpManmto. Hampumep, srydiie BeIOpaTh
«MY3BIKATBHBIA_(anaT@» i «pok2013» BMecTo «remal3y;

3. Ucnonp3yii AByX3TAHYIO aBTOPU3AIMIO. DTO KOT/1a TOMUMO Mapois HY’KHO BBOAUTH KO/,
MpHucbUTaeMbId o SMS;

4. BriOepH CII0KHBIN TTapoiib. J[J1s KaXkI0ro moYTOBOTO SIIMKA JODKEH OBITh CBOM HaICKHBIH,
YCTOWUYMBBIN K B3JIOMY apOJib;

5. Ecnu ecTh BO3BMOXHOCTh HANMCATh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOIB3YH 3TY BO3MOXKHOCTB;

6. Vcnonb3yii HECKOJBKO MOYTOBBIX SIMIMUKOB. I1epBbIif U1 YacTHOM Mepenucky ¢ agpecaTaMu, KOTOPBIM
THI JIOBEPSIEIb. DTO IEKTPOHHBIN aapec He HaJl0 HCIOIb30BaTh MPH PETHCTPalluy Ha GopyMax U
caiiTax;

7. He otkpbIiBaii (aiiinbl 1 Apyrue BIOXKEHUS B THChbMAaX JIaXKe €CITH OHU TPUIIUTH OT TBOUX JIPY3€i.
Jlydie yTouHM y HEX, OTIPABJIUTH JIM OHU TeOe 3TU (aiiiibl;



8. [Toce okoHYaHHUs paOOTHI HAa MOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKIIAJIKU C CAalTOM He 3a0yib
HaXaTh Ha «BEIMTHY.

KubepOyumiHT MiTH BUPTYaIbHOE M3/1€BATEIBCTBO

KubepOyumnHT — npeciienoBaHue COOOIICHUSIMH, COIEPKAIIMMHI OCKOPOJICHHS, arPEeCCHIO,
3aIMyTrUBaHUEC; XYJIUTAHCTBO,; CONAJIBHOC GOﬁKOTHpOBaHHe C IIOMOIIBIO PA3JIMYHBIX HHTCPHCT-CCPBHUCOB.

OcHoBHBIE cCOBeTHI 10 00opble ¢ kKndepOyVIMHIOM:

1. He Opocaiics B 6oii. JIyumuii crioco0: mocoBeTOBaThCS Kak ce0sl BECTH U, €CJIM HET TOT0, K KOMY
MOKHO OGpaTI/ITBCSI, TO BHa4aJI€ YCIIOKOUTLCH. Ecawu ThI HayHEmb OTBEYATh OCKOp6HeHI/I$IMI/I Ha
OCKOpOJICHHSI, TO TOJBKO €IIle OOJIbIIE Pa30XIKEIh KOHMIUKT;

2. YrpaBisii cBoell KHOeppenyTanuei;

3. AHOHUMHOCTbH B ceTd MHHMas1. CyIIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH XylMTraHCKUi 00pa3 BUPTYyalbHOM Xu3HU. VHTEepHeT (hUKCUpYyeT BCe TBOU JICHCTBUS U
COXpaHsieT UX. Y JalauTh uX OyJer KpaliHe 3aTpyAHUTEIBHO;

5. Cobmronaii cBOi BUPTYaabHYIO Y€CTh CMOJIOIY;

6. Urnopupyit enuan4HbI HeraTue. OIHOPa30BbIe OCKOPOUTENLHBIE COOOIICHHS JTy4Ille HTHOPHPOBATS.
OOBIYHO arpeccus MpeKpanaeTcsi Ha HauyaJlbHOM CTa/Iny;

7. Ban arpeccopa. B nporpamMmmax oOMeHa MIHOBEHHBIMH COOOIIICHUSIMH, B COIUAIBHBIX CETAX €CTh
BO3MOKHOCTB OJIOKHPOBKH OTIIPABKH COOOIIEHUH C ONpe/eNIeHHBIX a/IpeCcOB;

8. Ecnu TbI cBHeTeNns KUOEpOysTuHTa. TBOM ACHCTBUS: BBICTYIIUTD IPOTUB TIPECIIEIOBATENs, IIOKA3aTh
€My, YTO €ro JeHCTBUS OLICHUBAIOTCI HEraTUBHO, ITOAJIEP/KATH )KEPTBY, KOTOPOM HY’KHA
MICUXOJIOTUYeCKast TOMOIIIb, COOOIIUTH B3POCIBIM O (paKTe arpecCHBHOTO MOBEJICHUS B CETH.

MooOuabHbli Tenedon

CoBpeMenHbIe cMapT(HOHBI U TUIAHIIIETH COJIEPIKAT B ceOe BIIOJIIHE B3POCIbIA (YHKIIMOHAI, H TETIEph OHU
MOT'YT KOHKYPHPOBATh CO CTAI[HOHAPHBIMHU KOMITbIoTepaMu. OHAKO, CPENICTB 3alUThI IS TTOAO0OHBIX
YCTPOMCTB ITOKa O4€Hb MaJIo. TeCTUPOBAaHKE U NIOUCK YSI3BUMOCTEM B HUX IPOUCXOAUT HE TaK
WHTEHCHBHO, Kak uis [1K, To ske camoe kacaeTcsi 1 MOOMIIBHBIX TIPUIIOKEHHH.

CoBpeMeHHBIE MOOMIIBHBIE Opay3ephl YKe MPaKTHUECKH JJOrHAIH HACTOJIbHBIE aHAIOTH, OJJHAKO
pacupenre GyHKIIMOHAIA BCUeT 3a cO00i OOJIBIIYIO CIIOKHOCTD M MEHBIIYIO 3aIIUIICHHOCTS.

Jlaneko He Bce MPOM3BOJUTENHN BHITYCKAIOT OOHOBJICHHSI, 3aKPBIBAIOIINE KPUTHYECKUE YA3BUMOCTH IS
CBOMX YCTPOMCTB.

OcHOBHbBIE COBETHI 1JI51 0€30MaCHOCTH MOOHJILHOI0 Teﬂe(bona:

1. Hauero He siBNsieTCs MO-HACTOSIIEMY OecTIaTHBIM. Byib ocToposKeH, Beb Koria Tee Mmpeiararot
OecCTUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO TUIATHBIE YCITYTH;

2. dymaii, npexe yeM oTnpaButh SMS, ¢oto unu Buaco. Thl TOUHO 3HACIID, IJ1€ OHU OYAYT B KOHCUYHOM
urore?

3. Heo6xoauMo 0OHOBJISITH OTEPAIHOHHYIO CHCTEMY TBOET'0 CMapTQoHa.



4. Ucnionb3yii aHTHBUPYCHBIE IPOTPaMMBI JJIsl MOOMITBHBIX TelleOHOB;

5. He 3arpy»ail nprioxeH!sa OT HEU3BECTHOI'O HCTOYHHUKA, BEJIb OHU MOT'YT COAEPKAaTh BPEAOHOCHOE
MporpaMMHoe 00ecreYeHue;

6. [Tocne TOro kKak Thl BBIAACIIL C caiiTa, TJie BBOAWI JUYHYIO HH(OPMAIIHIO, 3aiT1 B HACTPOHKH
Opay3epa u yaanu cookies;

7. Ilepnonuyecky poBepsIid Kakre IJIaTHbIE YCIYyTH aKTHBUPOBAaHbBI HA TBOEM HOMEPE;
8. JlaBaii cBOl HOMep MOOWIIBHOTO TenedoHa TOIBKO JIIOJSIM, KOTOPBIX ThI 3HACIH ¥ KOMY JIOBEPsIElIb;

9. Bluetooth momkeH ObITh BBIKIIIOYEH, KOTJa Thl UM HE MOJb3yelibes. He 3a0bIBaii MHOT A TPOBEPSITH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAHH-UTPBI — DTO KPACOUYHBIE, 3aXBATHIBAIOLINE Pa3BICUCHUS, 00BEIUHSIIONINE COTHH
TBHICSTY YEJIOBEK 0 BceMy MUPY. UTpoku UCCIenyIoT TaHHbBI UM MUP, OOIIAIOTCS APYT C IPYTOM,
BBITIONTHSIOT 3aJIaHUsI, CPAKAIOTCS C MOHCTPAaMH U TIOTYYaIOT OMBIT. 32 YJIOBOJILCTBUE OHU IJIATST:
MOKYIAIOT JIMCK, OTUIaYMBaIOT a0OHEMEHT HMITH MTPHOOPETAIOT KaKHEe-TO OIIIHH.

Bce atu cpencTBa nayT Ha moAJiepKaHUE U Pa3BUTHE UTPHI, a TAK)KE Ha caMy 0€30MacHOCTh:
COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIIUH, BHITYCKAIOTCSI HOBBIE MAaTU (ITU(POBBIC 3aIUTATKH JUTS
MpOrpaMM), 3aKpHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B noji00HBIX Urpax CTOMT omacaThCsl HE CTOJILKO CBOMX COMEPHHUKOB, CKOJIIBKO KPaXkKH TBOETO Mapois, Ha
KOTOPOM OCHOBaHa CHCTEMA aBTOPU3AIlUH OOJNBIIMHCTBA UTP.

OCHOBHbBIE COBETHI 10 0€30MACHOCTH TBOEr0 HUI'POBOro aKKayHTa:

1. Ecniut npyroit urpok Beetr ceOsl II0X0 HITH co3/IaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH €ro B CITUCKE
UTPOKOB;

2. Ioxamnylics aIMUHUCTPATOPaM UTPHI Ha TJI0X0E TTOBEACHHUE ATOT0 UTPOKA, JKEIATENBHO IIPHUIIOKUTh
KaKHe-TO JJOKa3aTelIbCTBA B BUJIE CKPHUHOB;

3. He yka3biBaii muunyto nadopmanuro B npodaiine urpsi;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnmBaii Heo(puIMaIbHbIC TATYXU U MOJIBI;

6. Mcronp3yii CIOXKHBIE U pa3HbIC TAPOIIH;

7. Jaxe BO BpeMs UI'PBI HE CTOUT OTKIIFOYaTh aHTUBHUpPYC. [IoKka ThI Urpaelib, TBOM KOMIIBIOTEP MOT'YT
3apa3uTh.

OUIINHT WA KpaKa JIMYHbIX JaHHBIX

OOBIYHOM Kpaxel JIeHeT W JOKYMEHTOB CEr'0JIHS YK€ HUKOTO He YIUBHIIIb, HO C Pa3BUTUEM WHTEPHET-
TEXHOJIOTUH 37I0yMBIIIEHHUKH TIEPEMECTHIIIUCH B UHTEPHET, U MPOAOIIKAIOT 3aHUMAThCS «ITIOOMMBIM)
JEJIOM.



Tax nosiBMJIaCh HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WX (DUILUHT, TJIaBHAS [E]Tb KOTOPOTO COCTOUT
B MOJTYYEHUH KOH(PHICHIIMAIBLHBIX JAHHBIX MOJh30BaTeNe — JIOTHHOB U napoieid. Ha anrimiickom
s3bIke phishing unraercs kak ¢pummar (ot fishing — priOHast J10B1s, password — MapoIs).

OcHoBHBIE COBeTHI 10 0opble ¢ PUIIHHTOM:

1. Cnienu 3a cBoMM akkayHTOM. Ecii ThI o103peBactiib, 4TO TBOSI aHKETa Obliia B3JIOMaHa, TO
HE00XOAMMO 3a0JIOKMPOBATh €€ U COOOIINTh aJMHHHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOPEe;

2. Wcrnonp3yit Oe30macHbie Be0-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3uHoB U IIOMCKOBBIX CHCTEM;

3. Ucnonw3yii ClI0KHBIC M pa3HbIe Maposid. TakuM 00pa3oM, eciii Te0s B3JI0MAIOT, TO 3JI0YMBIIIICHHUKH
MOJTy4aT JOCTYII TONBKO K OHOMY TBOEMY MPO(QHITIO B CETH, a HE KO BCEM;

4. Ecniu Te0s B31IOMAIH, TO HEOOXOAUMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOpBIE JI00aBJICHBI Y
Te0s B APY3bSX, O TOM, UTO TeOsI B3IIOMAIH U, BO3MOKHO, OT TBOErO UMEHHU OYIIET pacchllaThCs CIaM 1
CCBUIKU Ha (PUIIMHTOBBIE CANTHI;

5. Ycranosu Hanexsbli napons (PIN) Ha MoOMITbHBIH TenedoH;
6. OTKITIIOYH cOXpaHeHue nmapolisi B Opaysepe;

7. He otkpbIiBaii (aiiinbl v Apyrue BIOXKEHUS B THChbMAaX JIaXKe €CIIM OHU TPUIIUTA OT TBOUX JIPY3€H.
Jlydiiie yTOYHHU y HUX, OTIIPABIISUIN JIU OHU TeOE STH (haiibl.

Hudposas penyrauusi

udposast perryTamus — 3TO HETATHBHAS WIIM MO3UTUBHAS HHPOPMAIHS B CETH O TeOe.
Kommnpomernpytomas nHpopManus pa3MelieHHast B MHTEpHETE MOXKET CEPbe3HBIM 00pa3oM OTPa3uThCs
Ha TBOEH peaybHOM xu3HU. «L{upoBas pemnyranus»y — 3T0 TBOH UMHUIDK, KOTOPBIH (popMupyercs u3
nHpopmaiuu o Tebe B HHTEpHETE.

TBoe MecCTO )KHUTENbCTBA, yueObl, TBOS (PHMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa U paccKasbl O
OJIM3KMX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue nmopoCcTKH JErKOMBICTIEHHO OTHOCSTCS K MyOIMKauy THYHoi nHpopmaiuu B aTEepHETE, HE
MOHUMas BO3MOXKHBIX TOCIENCTBHMA. THI Jlaske He CMOXKEIIlb I0TaIaThCs O TOM, 4TO GoTorpadus,
pasMmenieHHas 5 Jler Ha3aj, cTana MPUYMHON OTKa3a MPHHATH Teds Ha padoTy.

KommenTapum, pa3Menienne TBoux ¢pororpaduii u Apyrue IeiHcTBUS MOTYT HE UCUE3HYTH JIaXe TocIie
TOT'0, KaK Thl HX yIanulib. THl HE 3HACIIb, KTO COXPAHMI 3TY HH(OPMAIIUIO, 1TOT1ajia JIM OHA B TIOUCKOBEIE
CHCTEMBI M COXPAHUJIACh JIM OHA, a TJIAaBHOE: YTO ITOyMAIOT 0 TeOe OKpYysKaloIllee JIFOAN, KOTOpbIe HailltyT
W YBUJAT 3T0. HaliT HH(GOPMAIIMIO MHOTO JIET CITYCTSI CMOYKET JTF000M — Kak U3 TOOPBIX MOOYXKICHHIHA,
TaK U ¢ HAMEepEeHHEM PUIHHUTD BPell. DTO MOXKET ObITh KTO YTOJIHO.

OcHoBHBIE COBeTHI MO 3aMTe HU(PPOBOI penyTaAlUH:
1. [Mogymaii, mpexkae 4eM 4TO-TO MyOIMKOBaTh U TiepeiaBaTh y ceOsl B OJI0re Uil B COIMAILHOMN CETH;

2. B HacTpoiikax nmpohuis yCTaHOBH OIPaHUYCHHUS Ha MPOCMOTP TBOETO MPOMHIIL U €ro COASPKUMOTO,
cJieNail ero TOJNbKO «JIJIs pYy3ei»;

3. He pa3mernaii 1 He yka3biBail HHOOpMAIIKIO, KOTOpas MOXKET KOIro-In00 OCKOPOJISATh MU OOMIKATh.

ABTOpCKOe IPaBo



CoBpeMeHHbIE IIKOJIBHUKK- aKTHBHBIE TIOJIB30BATEIH UPPOBOTo MpocTpancTBa. OJJHAKO TAJIEKO HE BCe
3HAIOT, YTO MOJIb30BaHNE MHOTUMH BO3MOXKHOCTSIMH ITU(BPOBOr0 MUpa TpeOyeT COOI0IeHH MpaB Ha
WHTEIUICKTYAIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEIUIEKTYaNbHAs COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM TBOPECHHSIM YEIOBEYECKOTO yMa,
HaYWHAas C HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH , U
3aKaH4YMBas KHUTaMH, GOTOrpapusIMu, KHHOPHIEMAMU H MY3bIKATbHBIMU POU3BEICHHUSIMH.

ABTOpCKHE TIpaBa — 3TO MMpaBa Ha HHTEILIEKTYaIbHYI0 COOCTBEHHOCTh Ha IMTPOM3BENICHHS HAYKH,
JTUTEpaTyphl U HCKYCCTBa. ABTOPCKHME TpaBa BHICTYMAIOT B KaU4€CTBE FapaHTHH TOTO, YTO
WHTEIUICKTYAIbHBIH/TBOPUECKHHA TPY]l aBTOpa HE Oy/IeT HAIIPaCHBIM, JJACT EMY CIIpaBEIINBEIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3yJbTaTax CBOCro TpyJa, MOIY4YUTh H3BECTHOCTh U Mpu3HaHue. Hukro
0e3 pa3peleHns aBTopa He MOJKET BOCIIPOU3BOUTH €r0 IPOU3BEICHHUE, PACIIPOCTPAHSTh, TyOIHMIHO
JIeMOHCTPUPOBaTh, IPOJaBaTh, IMIIOPTUPOBATH, TYCKaTh B IPOKAT, IMYOJIMYHO UCIIONHSATD,
MOKAa3bIBATh/MCIIONHATH B d(Upe Wi pazmeniats B IHTEpHETE.

Hcnonk3oBaHue «TUPATCKOr0» MPOrpaMMHOT0 00eCTIeYeHUsT MOJKET MPUBECTH K MHOTHM PHCKaM: OT
MOTEPH JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO yCTPOICTBA, TJIe YCTAHOBIICHHBIN HEe
neranpHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYET JICTANIBHBIC M OECIUIaTHBIE
[IpOrpaMMBbl, KOTOPBIE MOYXXHO HAMTH B CETH.

O noptane

CereBU40K.pp — TBOI1 TIIaBHBIN COBETUHK B CETH. 31€Ch Thl MOXKEIb Y3HATh O OE30MACHOCTH B CETH
MOHSTHBIM U JIOCTYITHBIM SI3bIKOM, & TIPH BOZHUKHOBEHHH KPHUTUYECKOW CHTyallul 0OpaTUThCA 32
COBETOM. A TakKe MPUHATH YYaCTHE B KOHKYpPCaX M CTaTh CAMbIM IIU(PPOBBIM I'paskJaHUHOM!



